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Ayrentudukanus

bezonacuocTs nHpopManuu

l'ocynapcrBenHas
nHPOpPMAIMOHHAS CHCTEMA

Hoctyn k uHGopmanuu
HocTynmHoCTh

3amura uHpopMauu
OT HECAHKIIMOHUPOBAHHOTO
J0CTyTa

3amuniaemasi “”HGoOpMarus

Nnentnduxarnms

Nudopmanmonnas cucrema

NudopmanrionHsie pecypcsl

Nudopmanrionusie
TEXHOJIOTUU

Nudopmanmst

KonTtponupyemas 30Ha

KoudunennuansHoCcTh

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U ONPEJIEJEHUA

JelictBUsi 1O TpOBEpKEe NOMJIMHHOCTH CyOBEKTa JOCTyma
B MH(POPMALIMOHHOH cUCTEME

CocrosiHMe  3aUIMIIEHHOCTH HHGOpMAIMU, TPU KOTOPOM
obOecrieyeHbl ~ ee  KOH(UIACHIMAIBHOCTh,  JIOCTYIIHOCTb
U IIETIOCTHOCTb

HNudopmanmonnas cucrema, co3aBacMmas B IEJSX pean3aliu
MOJTHOMOYU I rOCyJapCTBEHHBIX OpraHoB
u oOecrieueHns oOMeHa uHpOpMaNUEl MEXIy JITHMHU
OpraHaM#, a TakK)Ke€ B HMHBIX YCTAaHOBJICHHBIX (eIepaibHBIMU
3aKOHAMHU LIEJSIX

Bo3MoskHOCTB TIOTydeH!s] HH)OPMAIIUK U €€ HCIIONb30BaHMS
Cocrosinue wH)OpMAIUK, XapaKTepU3yeMoe CIOCOOHOCTHIO
TEXHUYECKUX CPEICTB H HWHPOPMAIMOHHBIX TEXHOJOTUN
obecrieunBaTh OECHPENATCTBEHHBIM [OCTyn K HH(pOpMauu
CyOBEKTOB, HIMEIOIINX HA 3TO TIOJTHOMOYHS

3amura wWHOpMANUM, HAMpaBJEHHAs Ha MPEJOTBPAIICHHUE
MOJTydeHHUsT 3allliIaeMoil MH(OpMAIMH 3aWHTEPECOBAHHBIMHU
CyOBeKTaMHU C HapYIICHHEM YCTAHOBJICHHBIX HOPMATHBHBIMHU
U TPaBOBBIMH JOKYMEHTaMH (aKkTaMHu) WM 00JagaTensiMu
nHpOpMAIIMKA TIpaB WM TPAaBHI pPa3TpaHUYCHUS JOCTyIa
K 3aluniaeMoi nHpopMaImu

Nudopmanmst, saBIAIOMAsCS  MPEIMETOM  COOCTBEHHOCTH
W TIOJyTeKamasl 3aluTe B COOTBETCTBUM C TPEOOBAHUSIMHU
MPABOBBIX JIOKYMEHTOB W TpeOOBaHUSAMU,
yCTaHABJIMBAEMbIMHU COOCTBEHHUKOM MH(OpMaIuu
[IpucBoenune cyObekTam U 00BbEKTaM J0CTyNa uaeHTU(GHUKaTOpa
u (MIM) CpaBHEHHME TPEABSABISIEMOTO  HIEHTHU(UKATOpA
C TIepEeYHEM MPUCBOCHHBIX UICHTH(PUKATOPOB

COBOKYITHOCTh cojepikalieiicss B 0azax AaHHBIX WHOOpMaIUu
u obecrieunBaroux ee  o0paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/ICTB

OTtaenbHBIE TOKYMEHTHI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBI  JIOKYMEHTOB,  COJIEpKaluecs
B MHPOPMAIIMOHHBIX ~ cUcTeMax (OmOJMOTeKaX, apXuBax,
donnax, 6aHkax JaHHBIX, MHOOPMALIMOHHBIX CUCTEMAaX IPYTUX
BHJIOB)

[Ipouecchl, mMeTonpl MoucKa, cOopa, XpaHeHus, 00pabOTKH,
MPEIOCTABIICHUS, PACIPOCTPaHEHHUSI MH(OPMALIUU U CIIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB M METO/I0B

CaeneHnus (cooOrieHwus, JTAaHHBIC) HE3aBUCUMO
OT (hopMBI UX TIPEICTABICHUS

[IpoctpancTBo  (TeppuTopus, 34aHUE, 4YacTb  3JaHHS),
B KOTOPOM HCKJIIOUEHO HEKOHTPOJIMpyeMoe NpeObIBaHUE JIUII,
HE UMEIONIMX TMOCTOSHHOTO WJIM  Pa30BOrO  JOIYCKa,
Y TIOCTOPOHHHX TPAHCIOPTHBIX CPEACTB

OO6s13aTenbHOE IS BBITMIOJHEHUS JTUIOM, MOJYYHBIIUM JOCTYI
K ONpeNeNeHHON uH(popMaIuy, TpeOboBaHUE HE TIepeaaBaTh
Takylo UWHGOpPMAlMIO TpPeThUM JHIlaM 0e3  coryacus
ee obnaaarens

JeiictBus (omepaiui) ¢ NePCOHAIBHBIMHU JTaHHBIMU, BKITIOYAs
cOop, cHucTeMaTHU3aluio, HAKOIUIEHHE, XpaHEHUE, YTOUYHEHHE



Onepatop

[TepconanbHbIE TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpOpMAIUH

VYa93BUMOCTD

IlenocTtHOCTH

(oOHOBJIEHUE, U3MEHEHHE), HCIIOJIB30BaHHUE, PACTIPOCTPAHEHUE
(BTOM 4umcie mepenady), o0Oe3NTMUMBAaHUE, OJOKHPOBAHUE,
YHUYTOKCHUC IICPCOHAJIBHBIX JaHHBIX

TpaXJaHUH WJIM  IOPUAMYECKOE JIMIO, OCYIIECTBIISIONINE
JEATENbHOCTh 10 JKCIUTyaTallul MH(POPMALMOHHON CHCTEMBI,
B TOM 4HCIE MO0 00paboTke HWHGOpMAIUH, COJepKameics
B e 0a3ax JaHHBIX

JIrobast mHPOpMAIUS, OTHOCSIIASACS K MPSMO WJIH KOCBCHHO
OTIPE/ICTICHHOMY WJIH OTIpeAesieMOMY (PH3UIECKOMY JIUIY

CoBOKyNHOCT,  yclnoBUM U (AKTOpPOB,  CO3JAIOLIUX
HNOTEHLHUAIbHYIO WIH peanbHO CYLIECTBYIOLLYIO
OIIACHOCT, CBSI3aHHYIO C YTEUKOH uH(popManuu

W/WIM HECAaHKLIIMOHUPOBAHHBIMU W/MJIM  HENpeIHAaMEPEHHBIMU
BO3JICUCTBUSIMU Ha HeEe

Henocratox (cmaboctp) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO0) CPEACTBA UM MH(POPMAITMOHHOMN
CUCTEMBl B ILI€JIOM, KOTOpbI (KOTOpas) MOXeT ObITh
UCNOJb30BaHA JUI1  peanu3alud  yrpo3  0e30IacHOCTH
nHpopmanuu

YcroifunBocTh  MHQOpPMAMM K  HECAaHKIIMOHUPOBAHHOMY
WM CITy4ailHOMY BO3JEHCTBHUIO Ha Hee B Ipolecce 00paboTKu
TEXHUYECKUMHU CPEJCTBAMHU, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITH YHUUTOXKEHUE U UCKAKEHNE HHPOPMAIUH



T'OCTP
TlonmuTtnka

I'BJIOY

®OCB Poccun
DOCTIK Poccum

OBO3HAYEHUSA U COKPAILIEHUA

I'ocynapcrBennsliii crannapt Poccutickon @enepanuun

[Momutuka wuHOpManMoHHOKH Oe30macHOCTH [ ocynapcTBEHHOTO
OIO/PKETHOTO  JIOIIKOJBHOTO  00pa30BaTENbHOIO  YUPEKICHUS
nerckuii cang Ne 28 [Ipumopckoro paitona Cankr-IlerepOypra
I'ocynapcTBeHHOE  OIOKETHOE  JIOLIKOJBHOE 00pa3oBaTEIbHOE
yupexxaenue aerckuit cax Ne 28 Ilpumopckoro paiioHa CaHKT-
[TerepOypra

OdenepanbHas ciryx6a 6e3omacHocTu Poccuiickoit deaepanumn
®denepanbHas CIIy)k0a M0 TEXHUYECKOMY U SKCITIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUSA

Hacrosmas [lonutuka sBisercs JOKYMEHTOM, ONPEACIISIONIMM HAPaBJIECHUs AESITEIbHOCTH
B olOmactu obOecrieueHuss HWHPOPMAIIMOHHOW  O€30MacHOCTH, W MPEACTaBIseT  CcOOOi
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIel U 3a/1a4 HHPOPMALMOHHON 06€30TaCHOCTH, KaK OJJHO WU
HECKOJIBKO IMpaBWJl, IPOLEAYp, NPAKTUYECKUX NPUEMOB U PYKOBOISILUX MPUHIMIIOB, KOTOPHIMU
pykoBojctByercss I'B/IOY, a Takke OpraHuM3alMOHHBIX, TEXHOJOTMYECKMX U MPOLEAYPHBIX
aCTICKTOB o0ecTieueHuss MHPOPMAITMOHHON 0E30ITacCHOCTH.

[Tonoxenust  Hactosmiedt  [losmMTukm  HE  pacmpocTpaHsiOTCs Ha  obOecredeHue
MHGOPMAIIMOHHOM 0€30MMaCHOCTH CBEJICHNUH, COCTABISIONINX FOCYIApPCTBEHHYIO TalHY.

OcHoBHOM 3amauedt B oOmactu wuHpopMannoHHoi Oe3zonacHoct ['BJIOY mnpusnaer
COBEPILICHCTBOBAHHE MEp M CPEACTB OO0ECIeYeHUs 3aluThl MHPOPMAUUU HHGOPMAIIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHsI 3aKOHOAaTenbcTBa Poccuiickoit denepanu U HOPM
perynupoBaHusi UH(POPMAIMOHHON JEATENbHOCTH B TEKYIIMX YCIOBUAX (YHKIMOHUPOBAHUS
MH(OPMALMOHHOTO TOJIS.

[Ipu pazpabotke [IoIMTUKN yYUTHIBAINCH OCHOBHBIE IPUHLMUIIBI CO3AAHUS CUCTEM 3aLUThHI
nHpoOpMalllY,  XapaKTepUCTUKM U BO3MOXKHOCTHM  OPraHU3allMOHHO-TEXHUYECKHX  Mep
Y COBPEMEHHBIX POTPAMMHBIX U allllapaTHO-IIPOrPaMMHBIX CPEJCTB 3aIlUThl HHPOPMAIIIH.

B pamxkax cBoeii nestensHoctd I'B/IOY 06s3yercst npeanpuHUMAaTh BCe BO3MOKHBIE MEPHI
JUIS 3alllMThl HH(OpPMAaLMK OT yrpo3 6e30macHoCTH HHPOpMaIUH.

TpeGoBanusi MHPOPMAIMOHHON OE30MACHOCTH, COOTBETCTBYIOT IIEJISIM JIEATEILHOCTH
I'BAOY u npemHazHaveHBI sl CHUKEHUS PUCKOB, CBS3aHHBIX C peau3alreil yrpo3 0€30MmacHOCTH
uH(popMaIUH.

[Nonutuka nocrynna Bcem padotHukam ['BJIOY u Bcem nop30BaTeNsIM €ro pecypcos.

2 IEJHU U 3AJIAYM OBECIIEYEHUS TH®OPMAIIMOHHOM BE30ITACHOCTH

Cy0bekTbl HHGOPMANUOHHBII OTHOLIEHU M

CyObexramu nipu obecrieueHnn nHpopmarmonHoit 6ezomacuoctu B 'BJIOY sBisroTcst:

PabOTHUKHU CTPYKTYPHBIX MOApa3AeiieHUuH (B TOM YHCIIC YBOJICHHBIC);

rpaxzaane, paboTarolne Mo J0roBOpaM I'pakIaHCKO-TIPAaBOBOTO XapaKTepa;

¢busznueckue nuNa, MPEICTABUTENIM KOHTPAreHTOB B paMKaX MHCIIOJHEHUS JIOTOBOPHBIX
00513aTEIBCTB;

¢dbuzmveckue nuia, nojaasmue oopamienue B aapec ['bJI0OY;

IOpUAMYECKUE JIUIA, B paMKax HCIIOJIHEHHS JOTOBOPHBIX 00S3aTENIbCTB MM BO UCIOJIHEHUH
TpeOOBaHUI CO CTOPOHBI 3aKOHOIaTeNbCTBA Poccuiickoit denepanuu;

Oprasbl TOCYJJapCTBEHHO BJIACTH.

O0bexkTbl HHPOPMAMOHHBIX OTHOLLIEHHU I

O6bexkTamMu HHOOPMALIMOHHBIX OTHOILICHUH SBJISIFOTCS:

unpopmannonusie pecypcsl I'5/10Y;

rocylapcTBeHHble  MH(pOpMalMOHHbIE  cucTeMbl — OmepatopoM  KOTOPBIX  SIBIISIETCA
I'BAOY;

mpoueccel  00pabotku  uHGopmammu B uHpopManuoHHbIX  cuctemax B0V,
nH(OPMALIMOHHBIE TEXHOJIOTHH, PErJIaMeHThl W TpoueAypsl cOopa, 00pabOTKH, XpaHEHUs
U nepenadu uHhopMaIuu;

uHpopMaloOHHas HUHQPPACTPYKTypa, BKJIIOYAIOIIAs CHUCTEMBbI 00pabOTKH, XpaHEHHUS
Y aHanu3a nHPOpMaIHH, TPOTPaMMHBIE M MPOTPAMMHO-aNapaTHbIe CPEICTBA, B TOM YHCIIEe KaHAIbI
CBSI3M M TETIEKOMMYHUKAIUH;

CUCTEMBI M CPEJICTBA 3aIIUThl HH(POPMAIIUU, OOBEKTHI M MOMEIIEHUS, B KOTOPBIX pa3MelIeH bl
cpeacTBa o0paboTKHU HHPOPMALIUH.

Lean odecnievennst ”HGOPMAMOHHON 0€30MACHOCTH

OcHoBHOM 1enbt0 oOecrneueHuss uHbopMmanmonHoit 6OezomacHoct ['BJIOY  sBusroTcst
JCVCTBUS HAMpaBICHbIE Ha JOCTHKEHHE 3alUThl CyOBEKTOB HH(POPMAIMOHHBIX OTHOIIEHWUH OT
BO3MOXHOTO HAHECEHHUS MM MaTepUalTbHOTO, (U3MUECKOTO, MOPAIBHOTO WJIM HHOTO YyIiepoa,



MOCPEICTBOM  CIYyYaHOTO WM  TNPEAHAMEPEHHOrO  BO3JEHCTBHA  Ha  MH(OpPMALUIO,
B TOM YHCIIE:

obecrieueHHs OTKa30yCTOMUYNBOTO (bYHKIMOHUPOBAHUS MIPOTrPaMMHBIX
U arnmnapaTHo-niporpaMMHbIX cpenctB I'BJIOY u npenocraBiisieMbIX CEpBHCOB;

COONIONICHUST TIPABOBOTO PEKUMa HUCHOJB30BAHUS MACCHBOB U CpPEACTB 00paboTKU
nHpOpMaINH;

MPEJOTBpAILICHHS] pean3alui Yrpo3 0e30macHOCTH HH(OPMAaUK MpH OCYHIECTBICHUU
nestenbHOCTH ['B/IOVY.

3agauu obecneyeHusi HHPOPMALMOHHOI 0€30MACHOCTH

HocTwkenne neneir odbecrieueHnss HHGOPMAITMOHHON 0E€30MacCHOCTH M CBOMCTB MH(MOpMAINN
I'BAOY pemiaercs cieayommuMu 3a1adamMu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MH(POPMAIIMOHHBIM peCypcaM;

pasrpaHUyeHHs] IOCTYyIa MOJb30BaTeie K MHPOPMAIlMOHHBIM, allapaTHbIM, MPOTrPaMMHBIM
U UHBIM pecypcam;

perucTpani M NEpUOJAUYECKOTO KOHTpOJIA JEWCTBUH TMOJIb30BaTele mpu o00paboTke
3aluIIaeMol HHPOpMAIH U IEPHUOINUECKUI KOHTPOJIb KOPPEKTHOCTH UX AEHCTBUM;

KOHTpPOJISI LEJIOCTHOCTH CpEeIbl HCIOJHEHUS NpOorpaMM U €€ BOCCTAHOBJIEHHE B Ciydae
HapyIIeHUS,

obecrieueHHss ayTeHTU(UKAIMM U UACHTU(PUKALMM  [OJIb30BaTee,  y4acTBYIOLIUX
B MH(OPMAIIMOHHOM OOMEHE;

obecrnieueHus HCIIPABHOCTH MIPUMEHSIEMbBIX B MH(OPMALIMOHHBIX cucTemax
I'BAOY cpenctB 3amuThl HHGOPMALINN;

CBOEBPEMEHHOTO BBISIBJICHHE MCTOYHHUKOB Yrpo3 0e30macHOCTH MHGOpMaluyu, HpUYHH
U YCIOBHMH, CIOCOOCTBYIOIIMX  HaHECEHHI0  yliepba  3aMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMALMOHHBIX OTHOLICHHIA;

CO3JITaHUEM CITYKObl MOHHTOPHMHTAa M PEardpoBaHUsl Ha Yrpo3bl O€30TACHOCTH HH(OpPMAIUH
Y HETaTUBHBIE NIOCIIEICTBHUS;

CO3JaHMEM YCIIOBUHN JUIsI MUHUMH3AIMK HAHOCUMOTO YIiepOa HepaBOMEPHBIMU ACHCTBUSIMH,
Y yCTpaHEHHUE MOCIeACTBUI HapyleHuss nHpopMannonHoi 6e3omnacHoctu B 'BJIOY.

Pemenue BoimenepeuncieHnsix 3aaa4 B ['6JIOY ocyimecTBisieTcs mnocpeacTBOM:

ydeTa BceX MOAJIeKAIIUX 3alIuTe HHPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JEHCTBUI NepcoHalia, OCYIIECTBISIONIEr0 00CIyKUBAHUE U MOIU(DUKALIUIO
MIPOrPaMMHBIX U TPOrPaMMHO-AIAPATHBIX CPEICTB HHPOPMAIIMOHHBIX CUCTEM;

periiaMeHTaIuy  MporeccoB o0paboTku wuHbopMmaruu, AeicTBuid padotHukoB ['BJIOY,
OCYUIECTBJISIOIINX HKCILTyaTAllU0 MPOrPAMMHBIX M MIPOTPaMMHO-AINNIapaTHBIX CPEJICTB, HA OCHOBE
YTBEPKICHHBIX OPraHU3alMOHHO-PACTIOPSIIUTENBHBIX JOKYMEHTOB 1O 3aluTe HHPOpPMAIIUH;

Ha3HAYEHUS U MOJArOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALMIO U OCYILECTBICHHE
MepOoTpHATHii o oOecnieueHuto nHpopMamonHoi 6ezonacHoctu B '6JI0Y;

HaJleNleHUus] KaXJI0To pabOTHUKAa MHHHMAJIbHO HEOOXOAMMBIMU TIpaBaMH TIpU padote
B HH(OPMALIMOHHON HHPPACTPYKTYPE COTIIACHO UX JOJDKHOCTHBIM 00S3aHHOCTSIM;

coOnrofieHns BceMu pabOTHUKAMU, SKCILTyaTUPYIOIIUMU U OOCTYKMBAIOIIUMH [TPOTrPAMMHBIE
U TOporpaMMHO-alllapaTHbIE  CPEACTBA, TPeOOBaHMII  OpPraHU3AMOHHO-PACIOPSIUTENBHBIX
JOKYMEHTOB 10 BOTIIpocaM oOecreyeH s HHPOPMAIIMOHHOM O€301MacHOCTH;

MEePCOHAIBHON OTBETCTBEHHOCTHIO Ka)XJOr0 pabOTHHMKA 3a CBOU JICHCTBUS, YYACTBYIOIIETO
B paMKax CBOMX (DYHKIHMOHAJIBHBIX 00S3aHHOCTEH B IpOLECCax aBTOMATU3UPOBAHHON 00pabOTKH
nHGOpMAIMK ¥ UMEIOIIETO AOCTYH K pecypcaM MH(POPMALMOHHBIX CUCTEM;

peanu3anyeil TEeXHOJIOTHYECKUX IPOLEeCcCOB 00pabOTKM HHPOPMALUU C HCIOIb30BaHUEM
KOMIUIEKCOB ~ OPraHM3allHOHHO-TEXHWYECKUX Mep 3allluThl MPOrpaMMHOro  olecredeHus,
IIPOrpaMMHO-AMIAPaTHBIX CPENICTB;

NPUHATUS Mep NOo oOecrneyeHuo (U3MYecKor IEeNOCTHOCTH MNpPOTpPaMMHO-aINapaTHBIX
cpeAcTB MHGOPMAIMOHHBIX CHCTEM U MOAJEpKAaHUEM HEOOXOJUMOro YpOBHS 3alllUIEHHOCTH
KOMIIOHEHTOB;

WCIOJIb30BaHUs MPOTPAMMHBIX U MPOrPaMMHO-ANIMAPAaTHRIX CPEACTB 3aIUThl MH(OpMAINH



oOpabarbiBaemoM B I'B/IOY u anMUHHCTPAaTUBHON MOIEPKKOIM UX NCHOIB30BAHNS,

KOHTpOJII ~ COONIOACHUS  TOJb30BaTENIIMH  MHOOPMAIMIOHHBIX ~ CHUCTEM  TpeOOBaHMIA
o obecreueHno NHPOPMAITMOHHOHN OE30TTaCHOCTH;

npoBeAeHus aHanu3a 3()(HEKTUBHOCTU MPUHSATHIX MEP 3aIIUTHI HH(YOPMAIIUHN U TPUMEHSIEMBIX
cpeacts 3auuThl nHGopmarmu B ['BJIOY;

pa3paboOTKM W pealn3aluu MPEeIIOKEHUH T0 COBEPIICHCTBOBAHHIO CHUCTEM 3alIHUTHI
nHpopmanuu B I'B/IOY.

3 TPUHIUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OITACHOCTH

Ob6ecrieucare MHGOPMAMOHHONW OE30MACHOCTH JIOJDKHO OCYIIECTBIISTHCS B COOTBETCTBUH
CO CIIEAYIOIIMMH OCHOBHBIMU IPUHLIUIIAMU:

IpuHIMI 3aKOHHOCTH

[Ipu BBIOOpE MEpONPHUATHI MO 3alIUTe UHPOPMAIMH, JOJHKHO COOMIOaThCs JAeHCTBYIOIIEE
3akoHoarenscTBO Poccuiickoit denepanuu B chepe 3auThl HHGOPMaIUU.

Bce paOoTHUKM JOMKHBI UMETh MpEACTaBlI€HHE 00 OTBETCTBEHHOCTU 3a MPABOHAPYIICHUS
B cdepe 3amuThl nHpopmanuu. IIporpammHo-anmapaTHble cpeacTBa, npumensemsie B I'B/IOVY,
JOJKHBI MMETh COOTBETCTBYIOLME JIHUIEH3UHU, O(UIIMAIbHO MPUOOpETaThcs Yy MpelcTaBUTENEH
Pa3pabOTUYUKOB ATHX CPEJICTB WM SBISITHCS UHTEIUIEKTYaIbHOM coOcTBeHHOCTRIO [ BJIOY.

IIpuHIUD CHCTEMHOCTH

[Ipu co3maHuy cUCTEMBI 3alUTHI JOJDKHBI YUUTHIBATHCS aKTyajbHbIE YTpO3bl 0€30MacHOCTU
nH(popMaluy, BO3MOXHbIE OOBEKThl M HANpaBJeHHs aTaK Ha HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3amMTHl JIOJDKHA CTPOUTHCA C YYETOM HE TOJBKO H3BECTHBIX KAaHAJOB YTEUKU
nH(poOpMalllK, HO M C YYETOM BO3MOXKHOCTH TMOSIBJICHHSI HOBBIX YS3BUMOCTEH B MPOTpaMMHOM
o0ecnevyeHunu.

IIpyHIUI KOMILJIEKCHOCTH

KommuiekcHOe MCTonb30BaHUE CPEJCTB 3alUThl HH(MOPMALIMYU MPEAINOJIaraeT coraiacoBaHHOE
IIPUMEHEHHE MPHU MOCTPOCHUN LIEJTOCTHON CHUCTEMBI 3aILUThI, IEPEKPBIBAIOLICH BCE CYIIECTBEHHbIE
yrpo3sl 0e30macHOCTH MH(opManuu. 3amuTa A0JKHA CTPOUTHCS SIIEIOHMPOBaHO. Dusnueckas
3alIUTa JOJKHA 00ecreunBaThCsl (PU3MUECKMMHU CPEACTBAMU U OPraHU3allMOHHBIMH MEPAMHU.

IIpu nocTpoeHuy, BHEAPEHNUHU U IKCIUTyaTallMM CUCTEMBI 3aIUThI HH(OPMAIMH PYKOBOACTBO
I'BAOY obGecneunBaer ycimoBus s 3G(HEKTUBHOW KOOpAWHAIMMA JCUCTBUH BCEX JIWII,
obecreunBaronuX HHPOPMAIIMOHHYIO O€30TTaCHOCTD.

IIpuHIUN CBOEBPEMEHHOCTH

PazpaboTka cucteMbl 3alUThl HHGOPMALUK JIOJDKHA BECTUCh MApaJUIEIbHO C Pa3pabOTKON
U MHQOPMALMOHHOW  CHUCTeMBl. OTO  MO3BOJMT  y4yecTb TpeOoBaHus  0Oe30IaCHOCTU
IpU TNPOEKTHUPOBAHUM AapXUTEKTYpbl M, B KOHEUHOM cueTe, co3farbh Ooisiee 3PPeKTHUBHbIE
MH(GOPMALMOHHBIE CUCTEMBI, 00JIaZIAI0LIUE TOCTATOYHBIM YPOBHEM 3aLIUIIEHHOCTH.

IIpyuHIMN IpeeMCTBEHHOCTH

[locTosiHHOE COBEpLIEHCTBOBAHWE MEpP M CPEACTB 3alIUThl HMH(OpManUMM Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX pPEIIeHUM, KaJpoBOro COCTaBa, aHalu3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM M CHCTEMBl €€ 3alUThl C Y4€TOM H3MEHEHHIl
B METOJaX M CpeACTBax IepexBaTa HWHGOpMallMM, HOPMATUBHBIX TPEeOOBAHUN IO 3aIIUTE
nHpopMaIuu.

IIpuHOMI JOCTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrneyeHne MHOOPMAITMOHHON 0€30MMacCHOCTH U LIEHHOCTH
MH(GOPMAIIMOHHBIX PECYpcOB Ha BEJIMYMHY BO3MOXHOTO yilepda OT HX pasrjaleHus,
YHUYTOXKEHHUS M UCKaXeHHUs. Mcronp3yeMble Mephbl U CPEACTBA 3aLIUThl UH(GOPMALMK HE JOJDKHBI
yXyJIIaTh 3pTOHOMUYECKUE M0Ka3aTeIl KOMIIOHEHTOB MH()OPMAITMOHHBIX CUCTEM.

IIpuHIMI OTBETCTBEHHOCTH

Bo3znoxeHne 0TBETCTBEHHOCTH 3a o0ecredeHne 0e30MacHOCTH HHPOPMAaLUU U ee 00paboTKU
Ha Kax/J0ro paOOTHUMKa B MpeZesax €ro MOJHOMOYMHA. B COOTBETCTBMM C 3TUM NPHUHLHUIOM
pacripesielieHle TpaB U O0s3aHHOCTEW pPaOOTHMKOB CTPOUTCS TaKUM 00pa3oM, YTOObI B ciydae
M000T0 HApYIIEHUs! ObUT U3BECTEH HAPYLIUTEb.



IpuHuHMNI 000CHOBAHHOCTH U TEXHHYECKOIl peain3yeMoCTH

NudopmanroHHbIe TEXHOJIOTHH, IPOTPAMMHBIC U MIPOTPAMMHO -allllapaTHBIE CPEJICTBA, MEPHI
3alUThl UHGOPMAITUU JTOJDKHBI OBITh PEATM30BAHBI MO COBPEMEHHBIM PEIICHUSM, O0OOCHOBAHBI
C TOYKH 3PEHUsS JOCTWKCHHSI 33JJAHHOTO YPOBHS 3aIUIICHHOCTH WH(POPMAIMH U YKOHOMUYECKOU
1[e1eco00pa3HOCTH, a TaKKe COOTBETCTBOBATH YCTAHOBIEHHBIM HOpMaM U TPeOOBaHUSM
1o 6e30MacHOCTH HH()OPMAITHH.

IIpuHuun npogeccuonaanma

Peanuzamust Mep 3amuThl WHPOPMAIIMM W IKCIDTyaTallsl CPEJCTB 3aIIUTHl HH(pOpMAIm
JOJKHA OCYIIECTBISATHCS MPO(ecCHOHATBHBIMU CIEIUATHCTaMU.

[IpuBneueHue cnienaIM3UPOBAHHBIX OPTraHU3aIUi K pa3paboTKe CPEACTB U pealiu3alliu Mep
3aIUThl HHPOPMAIMH, TTOJTOTOBICHHBIX K KOHKPETHOMY BHJY ACSTEILHOCTH TIO OOCCIICUYCHHIO
0€30MacHOCTH UH(POPMAITHOHHBIX PECYPCOB, HMECIOIIUX OIBIT MPAKTHYECKONH pabOThl U JIMIICH3UH
Ha MPaBO OKa3aHUsI YCIYT B ATOM 00IacTH.

IpuHIMT MUHUMH3AIUA TPUBHUJIETHIT IOJIb30BaTe el

OOGecrieueHre TOJIB30BATENICH MPUBUIICTUSIMUA MHHUMAIBHO JIOCTATOYHBIMU TSI BEITIOJTHEHHS
WMH CBOUX JOJDKHOCTHBIX 00s13aHHOCTel B 'BJIOY.

4 OCHOBHBIE TPEBOBAHMUSA 110 3AILUTE UHO®OPMALINU
OI'PAHUYEHHOTI'O JOCTVYIIA

Cucrema 3anuThl MH(OPMAaLMU JOJDKHA IMPEAycMaTpUBaTh KOMIUIEKC OpraHH3allMOHHBIX,
MIPOrpaMMHBIX M MPOTrpaMMHO-aNMapaTHBIX CPEICTB U Mep IO 3aluTe UHpopMaluu B mpoliecce
ee 00paboTKH.

Brinonnenue TpeboBaHMM TOCTUTAETCs 3a CUET peanu3alii Ha o0bekTax MHPOpMaTU3aluu
Mep TI0 3a1uTe HHHOPMAITIH:

UICHTUPUKAIMHI U ayTeHTU(QUKAIUU CYOBEKTOB AOCTYIA U OOBEKTOB AOCTYIA;

YIPABJICHUIO JOCTYIIOM CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYyIIa;

OTPAaHUYEHUIO MPOTPAMMHOM CPEJIbI;

3allMTe MAIIMHHBIX HOCUTEJEH EPCOHATIbHBIX JaHHBIX;

pEerucTpanuu COOBITUI 0€30MMaCHOCTH;

AHTUBUPYCHOM 3aIIUTE;

0OHAPYKEHHUIO BTOP)KCHHUIA;

KOHTPOJIIO (aHAJIN3Y) 3alIUIIEHHOCTH MTEPCOHATBHBIX TaHHBIX;

00ecnevyeHnIo IeJT0CTHOCTH HH(MOPMALIMOHHON CUCTEMBI U ITEPCOHATBHBIX JaHHBIX;

00ecrevyeHnI0 TOCTYITHOCTH EPCOHANBHBIX JaHHBIX;

3allUTHI CPENibl BUPTYAIU3allly;

3aIMUThl TEXHUYECKUX CPEACTB;

3a1UThl UH()OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepelay JaHHBIX;

BBISIBJICHUIO UHUIMIEHTOB U pEarupoBaHUE HA HUX;

ylnpaBieHUIO KOoHurypauued WHOOPMALMOHHOW CHUCTEMBI W CHCTEMBI  3aIlHUTHI
MEPCOHANbHBIX JAHHBIX.

I'BAOY, xak oOnanmatens uHGOPMAIMU OTPAHUUEHHOTO JOCTYIMA, MPU OCYLIECTBICHUU
CBOUX ITpaB 0053aHO:

coOiroaTh mpasa ¥ 3aKOHHbIE HHTEPEChl MHBIX JIUI;

MPUHUMATh HEOOXO0IMMbIE MEPHI 10 3aluTe HHPOPMAIUH;

OrpaHMYMBATH JOCTYl K HH(OpManuu, eciu Takas OOsI3aHHOCTh YCTAHOBJIEHA
3akoHoarenbeTBOM Pocceniickont denepanuu.

B tom umcne I'BJIOY, BmpaBe eciu HHOE HE MPEIyCMOTPEHO 3aKOHOAATEIHCTBOM
Poccniickoii denepanuu:

paspeliaTh UM OrpaHUuMBaTh JOCTYN K HH(OPMAIMH, OTIPEAEIATH MOPSAIOK U YCIOBUS TAKOTO
JIOCTYTIa;

UCIOJIb30BaTh HHPOPMALIUIO, B TOM YHCIIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHHIO;

nepefaBath MHGOPMAIMIO JAPYIMM JIMIIAM Ha YCTAaHOBJIEHHOM 3aKOHOJATelIbCTBOM
Poccniickoit denepanuy OCHOBaHUH;



3aluIaTh YCTaHOBIEHHBIMU 3aKOHOAATENbcTBOM Poccuiickoit denepanyu cnocodbaMu CBOU
npaBa B CiIydyae HE3aKOHHOTO IOJy4eHUsT MH(OpMAIMH MM €€ HE3aKOHHOTO HCIOJIb30BaHUS
MHBIMU JIULAMU;

OCYIIECTBIISITh WMHBIE ACUCTBUS ¢ HMH(OpManuend Wi pa3pemarbh OCYIIECTBICHHE TaKHX
NEWCTBUHM, €cnu O3TU JCWCTBUS HE NPOTHBOpevar (QeaepalbHbIM 3aKOHAM M JIPYTUM
HOPMAaTHBHO-IIPAaBOBBIM akTaMm Poccuiickoii denepanni.

3ammTa WHPOPMALMK  OTPAHMYCHHOTO  JOCTYIa MPEACTaBIseT COO0OW  NIpPUHSTHE
OpraHM3alMOHHBIX U TEXHUYECKUX MEp, HallpaBJICHHBIX HA:

coOmoaerne KoH(pUAeHInANbHOCTH HH(OPMAIK (MCKIIOYEHHE HEPaBOMEPHOTO JIOCTYIIA,
KOMTUPOBAHUS, TIPEJOCTABIICHHUS W PACIIPOCTPaHEHUS HH(OPMAIIHH);

o0ecrieyeHne 1eT0CTHOCTH HHPOPMAIUK (MCKITIOUYSHHE HETIPAaBOMEPHOTO YHUYTOKEHUS
WA MOTU(UIIMPOBAHUS HHPOPMALINH);

pean3anuio npasa Ha AOCTYI K UHPOpMaIUK (MCKIOYEHNE HETPABOMEPHOTO OJIOKHPOBAHUS
nHpopmanun).

Cpencrta 3amMThl HH(GOPMALIUK BHEAPSIOTCS MO pe3yabTaTaM IMPOBEIEHUS OLEHKU PUCKOB
MH(OpPMaLMOHHON OE30MMaCHOCTH.

Opranusanus 3amuThl HHGOpMaALHN

[Ipn opranmszammu B I'BJIOY 3ammuTsl mHbopManuu, AOKHBI BBINONHITHCS TpPeOOBAHUS
@enepanpHOoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wunHpOpmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSAX M O 3alure HHPOpMAlMU», KOTOpbIE pPEryJIUpYIOT OTHOIIEHHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MpeKpalleHneM pexruma oOpaboTKu 3aluuiaeMoi HHpOpMaIuu.
B Tom uucne tpeGoBaHMs 0 3amiuTe MHPOpPMAIMM, HE COCTABIISIIOIIEH TOCYJapCTBEHHYIO TaliHY,
coJiepkalieiicss B TroCylIapCTBEHHBIX HH(GOPMALMOHHBIX CHCTEMax YTBEpXKJCHHbIE IPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepkaeHHH TpeOOBaHMM O 3amuTe HWHGOOPMAIUH,
HE  COCTaBIAIONIEH  TOCYJAapCTBEHHYIO  TailHy, COJEpJ)Kallleiici B  TOCYJapCTBEHHBIX
MHGOPMALMOHHBIX CUCTEMax» JUIl TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX CUCTEM IO KOTOPBIM
I'BIOY sBnsiercs Onepatopom.

B I'BJIOY nmomuMo peanu3aiuu OCHOBHBIX MEP 3aIUThl HHGOPMAIIUN OCYIIECTBISAETCS:

peryiasipHas  OLEHKa W  yIOpaBJIeHHE pHUCKaMH  HMH(DOpPMAMOHHONW  0e30MmMacHOCTH
B COOTBETCTBUU C YCTAHOBJIEHHBIMU IIPOLIETyPaMHU B OOJIACTH yIIPABJICHUS PUCKAMU;

nH(pOpMHUpOBaHUE, o0y4JeHme u TTOBBIIIIEHUE KBaTM(UKAITIH PabOTHHUKOB
I'BAOY B chepe nupopmanmoHHOM 6€30MaCHOCTH;

METOJMYECKass IOMOLIb pPa0OTHUKAM B Bompocax obecrnedeHus HHPOPMALUOHHOM
0Ee30I1aCHOCTH;

aHaJIM3 ¥ IOMCK BO3MOKHOCTEH 10 MOBBIICHUIO YPOBHS 3aIMIIEHHOCTH HH(pOPMAaLIHK.

Jlnst opranmzanuu 3amuthl nHGopmanmu, I'BJIOY BnpaBe nmpuMEHSTH CpeICTBAa U METOIbI
TEXHUYECKOM 3aluThl, NPEIIPUHUMATh JpPyrHe, HE NPOTUBOpPEYAIUE 3aKOHOAATEIbCTBY
Poccuniickoit deneparuu, MepHI.

B pamkax oGecriedeHus 3auuTbl HHGOPMaIUK, B paMKax TPYJOBbIX OTHOIIEHUH HE00X01UMMO
03HAKOMHUTH O] POCHHUCH PAaOOTHHUKOB, TOCTYI KOTOPBIX K MH(OPMALIMU OTPaHUYEHHOTO JI0CTYIIA,
HE0O0XO/IUM /7Sl BBIIIOJIHEHUS! MIMU CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH, ¢ mepeuHeM HHpopMauu
OrpaHUYEHHOro A0cTyna, u npuHAThIMU B ' BJIOY Mepamu 3auursl nHGOpMaLuy.

Oco0eHHOCTH 3aIIUTHI IEPCOHAIBLHBIX JAHHBIX

IIpu opranmzamuu o6pabotku B ['BJOY mepcoHanbHBIX JaHHBIX HEOOXOAMMO
pyKoBojCTBOBaThCsl TpeboBanusiMu DexepanbHoro 3akoHa ot 27.07.2006 Ne 152-@3
«O nepCOHANBHBIX AAHHBIX?.

Ilepeuenp Mep, BbIMOJHEHHE KOoTOpbix obecneuuBaer ['BJIOY B kadecTBe omepartopa
MIEPCOHAIBHBIX JaHHBIX, TOJDKEH BKIKOYATh:

HazHaueHue B ['bJIOY 0TBETCTBEHHOTO 3a OpraHu3aliio 00pabOTKH MEPCOHATBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACISIONUX MpaBuiia B OTHOIIEHUN 00pabOTKH MEePCOHAIBHBIX
nanublX B 'B/1OY, okanbHBIX aKTOB 1O BOIpocaM 00pabOTKH MEPCOHATBHBIX JAHHBIX;



MPUMEHEHHE OPraHU3alMOHHBIX M TEXHMYECKHMX Mep MO o0OecneueHuro O0e30MmacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBHU cO crarheil 19 dDenepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHanbHBIX TaHHBIXY;

BBITIOJTHEHUE TPEOOBAHMIA 110 COCTABY M COACPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp
1o o0ecreyeHnIo 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX NMPU UX 00paboTke B MH(POPMAIIMOHHBIX
crcTeMax NepCOHAIBHBIX JaHHBIX yTBepKIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepKIEHHH COCTaBa M COJEPKAHUSA OPTaHU3AIMOHHBIX M TEXHUYECKUX Mep IO
oOecrieyeHnI0 0€30TIACHOCTH TMEPCOHAIBHBIX JaHHBIX NMPH HX 00paboTke B WH(POPMAIMOHHBIX
crcTeMax MepCOHAIBHBIX JaHHBIXY,

OLICHKY BpeJa, KOTOPBIH MOKET OBITh NPHUUYMHEH CYOBEKTaM IEePCOHAIBHBIX JIaHHBIX
B cimydae HapymeHus @PenepanpHoro 3axkona No 152-D3, cooTHOIIEHHE YKAa3aHHOTO Bpeaa
U MPUHUMAEMBIX ONEPATOPOM MEp, HAIPABJIEHHBIX HAa OOECIeUEHUE BBIIIOJIHEHUS 00S3aHHOCTEH,
npenycmorpeHHbIX denepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHne paboTHukoB ['BJIOY, HenmocpeacTBEHHO OCYIIECTBIAIOMUX 00pabOTKY
MEPCOHANIBHBIX  JaHHBIX, C TMOJIOKEHUSIMU  3aKkoHoAaTenbcTBa  Poccuiickonn  Denepaunuu
O TIEPCOHAIBHBIX JaHHBIX, B TOM 4YHCIEe TpPEeOOBAHMSMHU K 3allUTe IEPCOHAIBHBIX JAHHBIX,
JTOKyMeHTamu, omnpenersitomumu TpedoBanuss ['B/I0Y B oTHomennn oOpabOTKU MEPCOHATBHBIX
JTAHHBIX U 00y4eHue, Ipyu He0OXOJMMOCTH, YKa3aHHbBIX paOOTHHUKOB.

Ob6ecnieuenre 6€30MaCHOCTH MIEPCOHATBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTHU:

OTpeJeNieHueM  yrpo3 U HapymuTened  0e30MacHOCTH  MEPCOHAJBHBIX  JaHHBIX
pHu X 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX;

OTIpEJIeICHUEM  yPOBHS  3alIMIIEHHOCTH TEpPCOHANBHBIX JAaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [locranosnenus [IpaButenberBa Poccmiickoit @enmeparnum ot 01.11.2012 Ne 1119
«O6 yTBepkJIeHUMH TpeOOBaHMI K 3allWTe IMEePCOHAJIBHBIX JAaHHBIX MpU UX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHANIBHBIX TaHHBIX);

NPUMEHEHHEM MPOLIEIIINX B YCTAHOBJIEHHOM IOPSAJKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEeACTB 3alUThl HH(POpPMaLUY;

OLIEHKOH 3(p(peKTUBHOCTH MPUHUMAEMBIX MEpP MO 3alUTE MEPCOHANBHBIX JAHHBIX 10 BBOJAA
B 9KCIUTyaTalMio UHOOPMALIMOHHONW CHCTEMBI IEPCOHAIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIEACTBUE MOJYYEHUs] HECAHKIIMOHUPOBAHHOTO
JOCTyIa K HUM;

YCTaHOBJICHHMEM IpPaBWJI JOCTyla K IEPCOHAJIbHBIM  JaHHBIM, 00pabaThIBAEMbIM
B MH(OPMAIIMOHHBIX CHUCTEMAaxX IEPCOHANBHBIX JAaHHBIX, a TaKKe OOECIeUeHHEM pPEerucTpaluu
U ydera BCeX JIeHCTBHI, COBEpIIAEMBbIX ¢ NEPCOHANBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaX
NEePCOHAIIBHBIX JAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMU MEPaMH 110 3aIIUTE EPCOHAIBHBIX JaHHBIX U ONPEIEICHHOTO
YPOBHSI 3aIlMIIEHHOCTH HWH(POPMALMOHHBIX CHCTEMax I[EpCOHAIBHBIX JaHHBIX B IpoLecce
ee KCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUS K IPOHECCAM OBECIIEYEHUSL
NHO®OPMAIIMOHHOMU BE3OITACHOCTH

Metoanyeckoe pyKOBOJCTBO, pa3paboTKy pelieHuil 1o 3ammre uHGopMaliy, coriacoBaHue
BbIOOpPA CPEJICTB BBIYMCIUTEIIBHOW TEXHUKH, IPOTPAMMHBIX M IIPOrpPaMMHO-ANIMapaTHBIX CPEICTB
3alIUThl MH(OPMAIMM, OPraHU3aliio paboT MO BBISBICHUIO BO3MOXHOCTEH U MPERYNPEKICHUIO
yT€YKM W CBOWCTB 3allMIIaeMod HWHPOpPMALUH, aTTecTaluio OOBEKTOB HH(POPMATHU3ALNH
OCYILECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHBbIE noapazaenenus ' 5OY.

Pusznyeckas 6e30MaCHOCTH

[IpuHATHIE OpraHM3allMOHHBIE M TEXHUYECKHME Mepbl o 3amurte nomemeHud 'OV,
CEepBEPHOT0O M KOMMYTAIlMOHHOTO O0O0OpYyIOBaHHUS, AaBTOMATH3MPOBAHHBIX pabouuX MecCT
nosb3oBareneil nHpopmanmonneix cucteM ['BJIOY obecneunBaioT peanuzanuio CIeAyoIuX Mep
Io:

pasrpaHuueHHuio jgoctyna paboTHukoB B nomemieHus [BJJOY B cooTBercTBUHM € HX
MOJIHOMOYHSIMH U JIOJDKHOCTHBIMU O0SI3aHHOCTSIMU;



peructpanuu (akToB Bxoja pabOTHHKOB B IMOMEIICHHUS, B KOTOPBIX BEAETCS 00paboTKa
MePCOHANBHBIX IAHHBIX;

KOHTpOJUpyeMoMy TpeObiBaHui0 noctopoHHUX null B I'BJIOY B momemieHusi, B KOTOPBIX
BezieTcsi 00paboTKa MH(POPMAIIMU OTPAHMYSHHOTO JIOCTYNAa M pa3MeEIleHbl allapaTHhIe CPEICTBA
MH(POPMAIIMOHHOHN CUCTEMBI,

OpraHMu3aIUy PeXKIMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(OpMAIIHH.

[omemennss ['BJIOY momkHBI OBITH 00OPYZOBaHBl JETEKTOpPAaMH OTHA H©  JbIMa,
OTHETYIIUTEIISIMH, CUCTEMaMu KOHIUIIMOHUPOBAHUS BO3/yXa, CPEJCTBAMH OXPAHHO-TIOKAPHOM
CUTHAJIM3AIUH.

OcHoBHOE cepBepHOE U KoMMYyTarmoHHoe obopyaoBanue 'BJIOY momkHO OBITH 3alIUIIEHO
oT 1epeboeB B MOJaue 3JICKTPOIHEPTHH MyTEM MOJAKIIOYEHUS K DIIEKTPOCETH C MPUMEHEHHEM
HWCTOYHUKOB OecrepeOOMHOr0 MUTAHMS M PE3EPBHOTO  Ju3enb-reHepatopa. Mcrounuku
Oecriepe0oHOTO MUTaHUSI HEOOXOAUMO PETYISAPHO TECTHUPOBATH W MPOBEPATH YIIOIHOMOUYECHHBIM
pabotHukaMm ['BJIOY B cOOTBETCTBUU C pEKOMEHAALUIMHU ITPOU3BOIUTEIS.

[TopTaTuBHBIE TEXHHMYECKHE CpEACTBA HE JIOJDKHBI  OCTaBaTbCsl 3a  MpeJesiaMHu
koHTposmpyemoit 30861 ['B/IOY 6e3 koHTposis co ctoponsl paboTHrukoB ['BIOY.

Be3onacHocTs Ha pabouyem MecTe

3anpemiaeTcs BECTU 3alKCh MApOJIe B OTKPHITOM BHUJE HAa MaTEepPUAIBHBIX HOCUTEI,
3a UCKJIIOYEHUEM CITy4aeB, PErIaMeHTHPOBAHHBIX METOIOB XPaHEHHUS.

JIokyMEeHTBI W HOCHUTENH ¢ WH(OpMaIyeld OTrpaHUYCHHOTO OCTYyMa IOJDKHBI YOHpPAThCs
B oleuaTeiBaeMble Mecta (ceddpl, mkadpl W T.0L.), TOpH yxoJle ¢ pabouyero mecra.
Ha aBromarusupoBanHoMm pabouem Mecte [lonb3oBarens paboyas ceccusi JoJKHA OBITh MpepBaHa,
pabounii cTtonm 3abnokupoBaH. Bxoj mosip30BaTeNsi B CHUCTEMY HE JOJKEH BBITIOTHATHCS
ABTOMAaTHUYECKH.

JlokyMeHTBI, cojaepaimue HHPOpPMAIMI0 OTPaHMYEHHOTO JOCTyIa, JOJDKHBI —cpasy
M3bIMAThCS M3 TEYaTaloUUuX YCTpoWCTB. Jlis yTunuzanuu KOH(UIEHIMAIBHBIX JOKYMEHTOB,
JOJDKHBI  MCIIOJIB30BAaThCSl YHUUYTOXKHUTENIM JIOKYMEHTOB HE HHKE 4 ypOBHS 1O CTaHAAPTY
0€30MMacHOCTH, IPUMEHSIEMOMY K YHUUTOKHUTEJISIM IOKYMEHTOB.

[Ipu wucmonb30BaHMM MOOWJIBHBIX TEXHHUYECKHX CPEICTB HEOOXOIMMO  COONIOAaTh
JIOTIOTHUTEIbHBIE MEphI MO PErjaMEeHTAllMd W KOHTPOJIO HCIHOJIb30BaHUS B HH(POPMAIMOHHOM
CUCTEME MOOMJIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHue mnpencraButeneil IOPUAUYECKUX JIMI[ B pPaMKax MCIOJHEHHS JOTOBOPHBIX
00s3aTeNbCTB B TOMEIIEHHUSIX, B KOTOPBIX BeneTcss oOpaboTka HMH(OpPMALUU OrpPaHUYSHHOTO
noctyna HHGOPMAIMOHHOW CUCTEMBI, BO3MOYKHO TOJIBKO B comnpoBokjaeHun pabotHuka ['B/IOY,
JOTYIIIEHHOTO 70 00pabOTKH Takoi WHMOpMaIuu.

Pa3zmemnienne TeXHWYECKUX CpeACTB BbIBoAa wuHGopmaruu B mnomemieHusx ['BA0OY
MIPOU3BOJIUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YaJbHOTO MPOCMOTpa HH(OpManuu
MMOCTOPOHHUMHU JIMLIAMU M paOOTHHUKAMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHO! nH(opMaluei.

Texnuyeckre CpencTBa [OJDKHBI pPa3MEIIATbCd M XPAaHUTHCS TaKUM 00pa3oM, YTOOBI
COKpaTUTh BO3MOXHBII PUCK MOBPEXKICHUS U YIPO3bl HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.

Texnnueckoe o0caykuBaHue 000py10BaHUS

Texunueckue cpencrBa ['BJIOY nomkHBl NPOXOAUTH Ha PErYISPHOM OCHOBE CEPBUCHOE
00ciyKMBaHUE B COOTBETCTBHH C PEKOMEHIAIMSIMH MPOU3BOAUTENEH 000pyI0BaHUS.

PeMoHT u cepBHCHOE O0OCITyXUBaHHE OOOpPYIOBAaHUS JOJDKHBI BBIMOIHITHCS TOJIBKO
KBaJIM(DUIIUPOBAHHBIMY CICIIHATUCTAMH.

Texuuueckoe oOcCTyXHMBaHHE OOOPYAOBAHHMS CTOPOHHHUMH OpraHU3alUsSIMUA HE JOJDKHO
MIPUBOJIUTH K PUCKY HAPYIICHUS KOHPHUISHIIUATHHOCTH 3alIUIIaeMOi HH(pOPMAIIHH.

B3aumopneiicrBue ¢ TpeTbUMHU JTHIAMH

B mensx oOecneuenuss mHpopmannonHou OezomacHoctd ['BJIOY mnpu B3aumopeiicTBuM
C TPETHbUMHU JIMLIAMH JIOJKHO BBITIOJIHSTH CIEIYIOLINE MEPOTIPUATHS TIO:

3aKJIIOUEHHUIO0 COTJIAIIEHUS O Hepa3rJalieHud WH(QOpMaIMi OTPAaHHMUYEHHOTO JOCTYIa,
MOJIy4E€HHOU B X0/1€ UCTIOTHEHHSI IOTOBOPHBIX 0053aTENbCTB;



OCYILECTBJIECHUIO KOHTPOJS 3a JCUCTBUSIMHU IPEACTABUTENIEH KOHTPAreHTOB B Mpeaeiax
KoHTpoaupyemoi 308bl ' BZIOY.

YupasiieHue xKU3HEHHBbIM HUKJIOM HHPOPMALUOHHBIX CHCTEM

MepornpusTus B Ipoliecce KU3HEHHOTO Nukia nHpopMmannoHHbIX cucteM ['B/IOY nomkHbl
OBITh HANPaBIICHBI HA OOECIICUCHHE 3alIUThl WH()OPMALMU TIPU BBOJC B JACHCTBHE, dKCILTyaTalllH,
COITPOBOXKAECHUHU U MOJICPHU3ALIMH, BBIBOJIA U3 DKCILTYaTallHH.

OcHoBanneM mpu pa3paboOTKe HHPOPMAIUOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
NpUHATHIC Ha cTaaud (OPMUPOBAaHHS TpPeOOBaHWM, coJaepKalmue TPeOOBaHUS B TOM YHCIC
10 CHUCTEME 3alUThl HHPOPMAIIIH.

JIro6oe TuraHupyeMoe K BHEAPSHUIO U3MEHEHUE HHPOPMAITIOHHON CHCTEMBI TIPEBAPUTEITHLHO
JNOJDKHO  OBITh ~ NPOAHAIM3MPOBAHO HA  COBMECTUMOCTH M OTCYTCTBHE  HApyIICHUHN
paboTOCIIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJICTB 3alIUThI HH()OPMAIIHH.

PaGoTel mo wmonepHuzammu WHGOPMAIMOHHOW CHUCTEMBI, B TOM YHCIE IO YCTaHOBKE
MPOTPAMMHOTO OOecriedeHus: U OOHOBJICHHM, JIOJDKHBI POBOJAUTHCS B HEpabouee BpeMs WIH BpeMsi
HaWMEHbIIIEH paboueii Harpy3KH.

[Ipu BBIBOJE U3 OKCIUTyaTallud WHQOOPMAIMOHHBIX CHUCTEM JOJDKHO O0O0ECTIeUMBATHCS
rapaHTHPOBAHHOE yAalleHne o0pabaThiBaeMoil U XpaHUMOM B HMX HH(OPMAIIUU C UCTIOJIb30BaHHEM
CPEJICTB TapaHTUPOBAHHOTO YHUUYTOXXEHHUS WH(MOpPMAIMU WA TyTeM (PU3NYECKOTO YHUYTOXKECHUS
HOcHUTeNel nHpopmaIuu.

Bce mnpounenypel oOecneueHus 3amuThl  uH(popmanuu, yctaHoBieHHele B [BAOY
B OTHOIIEHWHW WHQPOPMAIMOHHBIX CHCTEM, JOJKHBI BBITIOJHATECS W KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMU JIUIIAMH 32 OPTaHU3AIMIO PA0OT IO 3a1uTe HHHOPMAITHH.

KoHnTpoJs nocryna k ”HGOPpMALMOHHBIM CHCTEMAM

Bce pabotauku I'BJAOY, nomyiieHHsle k paboTe ¢ MHPOPMALMOHHBIMU CHCTEMaMH, HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 3@ HApYIIEHHMs] YCTaHOBJIEHHOTO TMOpsiAka 00paboTku
nHpopMaIuu.

YpoBeHb mMONMHOMOYMH TONBL30BaTeNst B uHGopmamnuonHoi cucreme [BJIOY momken
OTIPEIENATHCSA B COOTBETCTBUU C €r0 JOJHKHOCTHBIMU 00S3aHHOCTSIMHU.

JocTyn monbs3oBateneit k nHpopmarmoHHeiM cucteMaM ['B/I0Y nomkeH KOHTpOJIUPOBATHCS
aJIMUHHUCTPATOPOM HH(OPMALIMOHHON CUCTEMBI.

OcylecTBIIEHHE PETYISPHOIO KOHTPOJIS BBIMOJHEHUS OPraHU3ALMOHHO-PACTIOPSIUTENBHBIX
JOKYMEHTOB, Kacaloluxcs periaMmeHtanuu nomycka pabotHukoB ['BJIOY k uHdopmanuoHHBIM
CUCTEMaM.

Nnentndgukanusa v ayreHTUHPUKATMS

Hoctyn nonbp3oBaTeneld K MHPOPMAIIMOHHBIM CHCTEMaM JOJDKEH MPEAOCTaBISATHCS TOJIBKO
MIOCJIE YCIIEUTHOTO 3aBepLICHUS UICHTU(UKALINY, ayTEHTH(PUKAIIUH.

[lonyuenue mnonp30BaTeneM HMEHH B HH(GOPMAIMOHHOW CHCTEME W Mapotisi, KOTOpbIe
o0ecreunBaroT A0CTYN K HH(OOPMAIIMOHHON CUCTEME, JTOJKHO OCYIIECTBISATHCS MO MPEACTABICHUIO
PYKOBOIUTEINS CTPYKTYPHOIO NMOAPA3ACIICHHUS.

YupasiieHue 10CTYIIOM

B I'BZIOY n0omKHO OCYIIECTBISITHCS YIpaBIEHUE NOCTYNOM K HMH(POPMAIMOHHOM cHcTeMe
MOCPEJICTBOM peau3alid HEOOXOJUMBIX METOJOB, THUIOB W MPaBUJ pa3rpaHUYCHHs JOCTyIla
nojp3oBareisiM uHbopmarmonHoi cucrembl ['BJIOY. B TomM umncne obecrnedeH 3allMIEHHBIN
yIaJeHHbIH JOCTYI CYOBEKTOB JIOCTYyHa K OOBEKTaM JOCTyINa 4epe3 BHEIIHHE HH(POPMAIHOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCHTENAMH HHPOPMALMH

Padornuku I'BJIOY n0mKHBI UCHOTB30BaTh TOJNBKO YUYTCHHBIE CHEMHBIC MAIIUHHBIC
HOCUTENU HMH(OpPMAIMU A7 BBITIOJHEHUS CBOUX JOJDKHOCTHBIX OO0si3aHHOCTEW. Vcmonb3oBaHue
CHEMHBIX MaITUHHBIX HOcuTenel nHpopmarun B 'bJIOY B UHBIX IIENAX CTPOTO 3aMperieHo.

CreMHBIE MaITMHHBIE HOCUTEMN WH(OPMAILIMU JODKHBI XPaHUTCS B OMEYaThIBAEMBIX MIKa]ax,
B MMOMEIIEHUSAX B KOTOPBIX MPeIycMOTpeHa 00paboTka nHGOpMaIIUU OTPAHUICHHOTO JOCTYTIA.



B cryuae kpak WM MOTEpU ChEMHOTI'O MALTMHHOTO HOCUTEINsI HH(POPMAIUH, a TaK)Ke MHBIX
MHIMJICHTOB, KOTOpPbIE MOTYT MPHUBECTH K HAPYIICHUIO CBOMCTB WMH(OpPMAUU OTPAHUYEHHOTO
JI0CTYTA, JOJDKHBI IPOBOAUTHCS MEPOIIPUSTHS 110 PACCICIOBAHUIO TAKUX HHIUACHTOB.

[Ipu BBIBOJE M3 AKCIUTyaTallil ChEMHOTO MAIITMHHOTO HOCHUTENS MH(POPMALMH, BCE JaHHBIE,
XpaHsIuecss Ha HeM, JOJDKHBI ObITh YAaJeHbl ONpPEICICHHON KOMHUCCHEH M3 4Hcia paOOTHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUYTOXECHUS WH(POPMAIINH.

@akT YHUUYTOXKEHHMS HH(OpMalMM Ha CBHEMHOM MAIIMHHOM HOcUTelne UH(pOpMaluu
¢ukcupyercss B akre 00 YHMUYTOKEHHHM HWH(POPMALKMU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpOpMannu.

Perucrpanusi coobITHii

B TI'BAOY  nmomkHa  OCYHIECTBIATBCS  PErHCTpallMM  COOBITUHA  ©€30MacHOCTH
Ha Bcex KoMIoOHeHTax uH(popmammoHHbiXx cucreM ['BJIOY, B koTtopeix oOpabaThiBaeTCs
3amuinaeMasi ”H(opMaIusi.

AHTHBHPYCHAs 3a1UTA

B nensax oOHapyxkeHuss M ycTpaHeHUsT BpeIoHOCHBIX mporpamMm B ['BJIOY  nomxHbl
HCIO0JIb30BAThCA CPEJICTBA AHTUBUPYCHOM 3aIIUTHI HH()OPMAIIHH.

OO0s13aTeIbBHOMY KOHTPOJIIFO CPEICTBOM AHTHBUPYCHOW 3allluThl HMH(OpMaLMU JOJKHA
noanexarb Jiro0as uHpopmauus (TeKCToBble (Qailnbl JI0ObIX (QopmMaTOB, (Qailyibl JaHHBIX,
ucnoyiHseMble (aiiiabl), mojydyaemass M IepegaBaemasl 10 JIOKAIbHOW BBIYMCIUTENIBHON CeTH
B TOM YHUCJIE€ U CeTSIM OOIIero MoJb30BaHUS, a Takke HHpopMmalus, XpaHHUMas Ha CbEMHBIX
MAalIMHHBIX HOCUTEISAX HHPOpMAIIH.

[Ipn ycraHoBKe MpOrpaMMHOIO oOOecreueHusi WIM €ero OOHOBJIEHHS Ha CEBEpHOE
o0opynoBaHHEe JOJDKHA aBTOMATHYECKHU BBINOJIHATHCS TpeBapUTeIbHAas MpPOBEpKa JaHHOTO
MIPOrpaMMHOTO 0O€ecIiedeH sl Ha OTCYTCTBHE BPEJOHOCHOTO MPOTrPaMMHOI0 00ecieueHu .

Oo6HoBneHue 0a3 curHatyp JUisl CpeAcTBa AHTUBHPYCHON 3alIUThl MHGOPMAIUU JTOJLKHBI
OOHOBJIITHECA €XKEIHEBHO.

[Tonws3oBarenu 6e3 pas aJMUHUCTpaTOpa UH(GOPMaIMOHHOU CHUCTEMBI
I'BAOY He m0JDKHBI UMETh BO3MOYKHOCTH TOJYYEHHs JOCTYyINa K KOH(GUTYpallud aHTUBUPYCHOTO
CpEZICTBA 3ALIUTHI I €r0 OTKIOYEHUSI.

KoHTpOo/1b 3211IMIIIEHHOCTH NIEPCOHAIBHBIX JAHHBIX

B nmemsix uMckitoueHus 3KCIUTyaTalluM YS3BUMOCTEH MPOrpPaMMHOTO O0ECIeYeHMs JOJIKHBI
MPOBOAUTCS pabOThl MO BBISBICHUIO, AaHANU3y YA3BUMOCTEH MH(DOPMAIIMOHHOM CHCTEMBI
U ONIEPATMBHOE YCTPAaHEHHE BHOBb BBISABICHHBIX YsI3BUMOCTEH. B TOM umcie opranusanus
KOHTPOJISI YCTAaHOBKM OOHOBJIGHHS NPOTPaMMHOr0 OOecHedeHus, BKJIOYas CpPEICTBA 3alllUThI
nHpopMaIuu.

Hcnonb30BaHne NPpOrpaMMHOro odecrneyeHust

Bri6op mporpammuoro obecrieueHus s Npou3BoJACTBeHHBIX HYxA ['BJIOY  nomken
MIPOU3BOJUTHCA B IMPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOTO B EJUHBIA peecTp pOCCHICKUX
MporpaMM JUIsl DJIEKTPOHHBIX BBIYMCIUTENBHBIX MAallMH U 0a3 JaHHBIX. B ciaydae oTcyrcTBUA
aHajora B EIMHOM peecTpe pOCCHUCKUX IPOrpaMM Ui JIEKTPOHHBIX BBIYMCIUTENIbHBIX MAIIUH
u 0a3 JaHHBIX JOMYCKAeTCs HCIOJIb30BaTh MPOTPAMMHOTO OOEcleueHue HMIIOPTHOTO
MIPOU3BO/ICTBA.

HUcnoab3oBanue cpeacTB KpunTorpagpuueckoi 3ammTbl HHGOpMaun

Ob6ecrieyenne 3amuThl HHGOOPMAIIMKA OTPAHUYEHHOTO JOCTYNA OT PACKPBITUS, MOIUUKAIIUN
U HaBs3bIBaHMA (BBOJA JIOXKHOM MH(popMmainuu) npu ee mepenade (IMOArOTOBKE K Iepenaye)
[0 KaHajJaM CBSI3M, MMEIOLUIUM BBIXOJ 32 NpEeAeibl KOHTPOJIMPYEMOW 30HBI, oOecreyuBaeTcs
MIPUMEHEHHEM CPEJCTB KPUNTOrpapuueckoi 3auThl HHPOPMALIUH.

[Ipuobperenne  cpenctB  kpunrtorpapuueckod  3amutel  uHpopmammu  ['BJOY
OCYILIECTBIISIETCSI HA OCHOBAaHUU JIOTOBOPOB M KOHTPAKTOB C JIMLAMH HMMEIOIIUMH JIEHCTBYIOIIYIO
munen3uio @Cb Poccunm Ha ocymiecTBiI€HHE JAEATENBHOCTH N0 pa3paboTKe, MPOU3BOJCTBY,
pacrpocTpaHeHHIo MHU(POBATBHBIX (KPUOTOrpapUUECKUX) CPEACTB, MHPOPMALMOHHBIX CHUCTEM
U TEeNeKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCHOJb30BAHHEM IH(POBATBHBIX
(xpunTorpau4eckux) CpeaCTB, BBIIOJHEHHIO pabOT, OKa3aHUIO YCIYTr B OOJIaCTH IIU(POBAHUS



nHpOpMAIUY, TEXHUYECKOMY OOCIYXHBAaHHIO MIH(PPOBATBHBIX (KPUNTOrpapUUecKux) CpeiCTB,
MH(GOPMAIMOHHBIX CHCTEM U TEIEKOMMYHHUKALMOHHBIX CHUCTEM, 3aIIMIICHHBIX C MCIIOJIb30BAaHHEM
m(pPOBaATBHBIX (KPUOTOTPAPHUECKUX) CPEACTB (32 HMCKIIOYEHHUEM CIIydasi, €CIM TEXHUYECKOe
oOciykuBanue MHUQPPOBATBHBIX (KpUNTOrpauuecKkux) CpeAcTB, HH(POPMAIMOHHBIX CHUCTEM
U TEIEeKOMMYHHMKALMOHHBIX CHCTEM, 3aIlMIIEHHBIX C HCIOJIb30BAaHUEM IIH(POBAIBHBIX
(kpunTorpaM4ecKux) CpEICTB, OCYIIECTBIISACTCS Uil OOECleYeHUs: COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JIMIA WM UHIUBUAYAIBHOTO IPEIIPUHUMATES).

B mensx oprammzanmmu W oOecneueHUM Tepefadd HH(QOpPMALWU 10 KaHajaM CBS3H
C HWCIOJB30BAHUEM CPEJICTB KpUNTOrpadUuecKoi 3amuThl WHPOPMAIWHU, a TAKKE BBHITIOTHEHUS
nuueH3uoHHblx  TpeboBanuit DOCb Poccum B T'BJJOY nmomken ObIThb co37aH  OpraH
KPUITOTpaprIECKON 3aIUTHI.

[Topranbhabie pemenus ['BAOY ¢ BO3MOXKHOCTBIO OCTYyNa C CeTE OOIIEro MOJIb30BAHUS
JOJKHBI B TPUOPUTETE pa3palaThiBaThCsl C OpraHU3alueil 3allUMIIEHHOTO KaHajla MOCPEeACTBOM
nporokosia TLS ¢ moaneprxkkoit aroputmos 'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DNeKTpoHHas MouTa JoJbkHaA ucrnosb3oBaTthes B ['BJIOY ¢ menpio opranmzanuu oOMeHa
AJIEKTPOHHBIMU ~ COOOIIEHUSIMU  MEXIy pabOTHUKaMM M CyObeKTaMH HH(OpPMallMOHHON
0€30MacHOCTH.

[Ipy mcronb30BaHNUU AEKTPOHHON MOYTHI 3aIIPENIACTCS:

oOMeH nHpopManmei s ci1y:keO0HOro NoJb30BaHus, a Takke HH(popMaLel OrpaHUUYEHHOTO
JIOCTYTIa;

MPeIOCTaBJICHNE J0CTYIA K 3JIEKTPOHHOM MOYTE C UCIOIb30BaHUEM JaHHBIX CBOEH Y4EeTHOM
3aMKCy TPETHUM JIMIIAM;

MyOIMKaIMsl CBOETro CIY)XKeOHOTO ajjpeca 3JIEKTPOHHOM IMOYTHI B AJIEKTPOHHBIX KaTajorax,
Ha TIOMCKOBBIX MalIMHaX M JpYrux pecypcax cetu VHTepHET B LeNsIX, HE CBSI3aHHBIX C
HCIIOJIHEHUEM CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEH;

MOAMMKCKA 0 JIEKTPOHHOM MOYTe Ha pa3MyHbIE pPEeKJIaMHBbIE MaTepHalIbl, JTUCThl PACCHUIKH,
AIIEKTPOHHBIE KXYpPHAJbl M T.H., HE CBSI3aHHBIE C BBIMIOJHEHHUEM IOJb30BATENIEM JIOJKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3allyCK Ha BBIMOJHEHUE) (ailyioB, TMOJYyYEHHBIX 110 DSJEKTPOHHOW IMOYTE
Wwin u3 pecypcoB cetu HHTepHer, 0e3 mNpeaBapUTEIbHOM MPOBEPKH HMX AHTUBHUPYCHBIM
MIPOrPaMMHBIM O0ecTieueHUEM.

Pabora B ceTsix 00111€ro0 M0JIb30BAHUSA

I'BJIOY ocraBnseT 3a co0oi mMpaBo OJIOKUPOBATH WM OTPAHUYUBATH JIOCTYIl paOOTHUKAM K
CEeTsIM CBSI3U OOIIEro MOJIb30BaHMs, B TOM 4Hciie ceTu MHTepHeT, coaepkaHue KOTOPhIX HE UMEeT
OTHOIICHUS K UCIIOJHEHHUIO JOJHKHOCTHBIX 00S3aHHOCTEH, a Takke K MH(OPMALMOHHBIM pecypcam,
COJIep’)KaHWE M  HAMpaBICHHOCTh KOTOPBIX 3allpellleHbl 3aKOHOJAaTeNbCcTBOM  Poccuiickoit
Oenepanuu.

Nudopmammss o mnocemaembix pabotHukamu ['BAOY  uHbOpMalMOHHBIX pecypcoB
MPOTOKOJIUPYETCS JJsl TOCHEAYIONIEro aHaliu3a W, HOpU HEOOXOIUMOCTH, MOXKET ObITh
MIpeJICTaBJIeHa PYKOBOIUTENSAM CTPYKTYPHBIX MO/Ipa3fienieHuit, a Takke pykopogutento [’ bAOY mis
KOHTPOJISL.

[Ipu ucnonb3oBanuu cetu MHTEpHET 3ampeiieHo:

ncnoab30Bath npegocrasieHubii ['5/I0Y noctyn B cets UHTEpHET B IMYHBIX LIEIAX;

HCII0JIb30BAaTh HECAHKIIMOHUPOBAHHbBIE ITPOIPAMMHBIE U IIPOIPaMMHO-AINIapaTHBIE CPECTBA,
MTO3BOJISIFOIIME MOJIyYUTh HECAHKIIMOHUPOBAHHBIN HOCTYN K ceTH MHTepHET;

nyOJIMKOBaTh, 3arpykaTb M PacHpOCTPaHATh MaTepUaibl. COJepXKallie HEeI0CTOBEPHYIO
unpopmanuto o 'bIOY, a Taxxke danscupunuponats cBoit IP-agpec.

Pe3epBHOE KOMMPOBaHME M BOCCTAHOBJICHHE JAHHBIX

OcymiecTBiieHNnE PE3EPBHOIO KOTMPOBAHUS JIOJDKHO OCYILIECTBIISTHCS AJIS:

uHpopmanuu, oOpabGaTbiBaeMol Ha (ailJIoBOM cepBepe M CepBepe INPHIIOKECHUH,
MH(POPMALIMOHHOMN CUCTEMBI,

pabounx MeCT aJJMMHUCTPATOPOB HHPOPMALIMOHHOMN CUCTEMBI.



YacTtora M peXHM pE3EePBHOTO KONMUPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, 4TOOBI
o0ecrneynTh MUHIMAJIBHYIO IIOTEPIO JAHHBIX U ONIEPAaTHBHOE BOCCTAHOBIJICHUE.

Hacrtpoiika pe3epBHOTO KONMHMPOBAaHUS W BOCCTAHOBJICHUS PECYpCOB HMH(DOPMAITMOHHBIX
cucreM I'B/IOY noskHBI TPOBOAUTH yIIOIHOMOYEHHbIE padoTHUKH [ BIOY.

PesepBHoe  KkomMpoBaHME JOJDKHO  OCYLIECTBJISTHCS B aBTOMATHYECKOM  PEXHUME
C TNPUMEHEHUEM OTEYECTBEHHOI'O CIIELMAIN3UPOBAHHOTO CpEACTBA PE3EPBHOTO KOMHUPOBAHUS
C JEHCTBYIOIIMM CEpTU(UKATOM COOTBETCTBUS N0 TpeOOBaHUSM 0€30MacHOCTH HH(POPMALUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K ITPOLECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTBIO

MonutopuHr HHpOPMaLIMOHHO 0€30MaCHOCTH

Ha nocrosiHHO!M OCHOBE JOJKEH NPOBOAUTHCS KOMIUIEKCHBIM aHanmnu3 (DyHKIIMOHMPOBAHUS
nH@opmarnmonnoit cuctemsl '6JI0Y 1 Bo3HUKaOMMUX cCOOBITHI HH(DOPMAITMOHHONW 0€3011aCHOCTH.

[Ipouiecc MOHUTOpPHHra CHUCTEMBI OOecredeHHs] MHPOPMAIMOHHON O0€30MacHOCTH JI0JIKEH
BKJIIOUaTh B €0 KOHTPOJIb OPTraHU3AlMOHHBIX M TEXHUYECKUX MEp MO 3allluTe HHPOpMAaIuH,
aHaJIN3 MapaMeTpoB KOHPUTYpalluu U HACTPOUKH CPEJICTB 3alUThl HH(OPMAaLIUH.

[Ipn mpoBeneHWH KOHTPOJIBHBIX MEPONPHSTHM, CBSI3aHHBIX C OLICHKOM peanu3aluu Mep
no 3aumute uHbopmanuu B I'BJIOY, ymonHoMoueHHble paOOTHUKHU JOJDKHBI MPHUIEPKUBATHCS
CJIEIYIOLIUX IPUHIUIIOB!

He HapywmaTh QyHKIMoHHpoBaHue nestenbHocTd B0V,

JENCTBOBATh B COOTBETCTBUU C YTBEPKICHHBIMU OPraHU3alHOHHO-PACIIOPSAAUTEIBHBIMA
nokymentamu ['BJIOY no 3amure napopmanuu;

HE CKPBIBATh (DaKThI BBISBJICHHBIX COOBITHI HH(OPMaLIMOHHON 0€3011aCHOCTH;

0(QOPMIISATH OTUETHI, OATBEPHKAAIOLINE BBINOIHEHNE MEPONIPUATHIH MO 3aIUTe HH(POPMALIHH.

Wudopmanus, nNoaydeHHass B XOAE IPOBEAEHUS KOHTPOJMPYIOUIMX MEpPONPUATHH
O JNEUCTBUSX, COOBITUAX M MapaMeTpax, MMEIOLMX OTHOUIEHHE K peall3allid Mep IO 3alluTe
nHGOpMalUY, JO0KHA KOHCOJIMIUPOBATbCA M XPAHUTHCS B MECTaX, MUCKIIOYAIOIIMX IMOJIydeHHE
K HEW HECaHKIIMOHUPOBAHHOI'O IOCTYTIA.

MOHUTOPHUHT JaHHBIX O 3apErMCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHON 0€30IacHOCTH
JOJDKEH MPOBOJIUTHCS, 110 BO3MOXKHOCTH, C MCIIOJIB30BAHUEM CHUCTEMBI MOHUTOPHHIA MHIIMJCHTOB
MHGOPMALMOHHOM 0€30IaCHOCTH MJIM BCTPOECHHBIX MEXaHM3MOB HACTPOMKH U ayauTa COOBITUH
B IPOTrpaMMHBIX U IPOrpaMMHO-alapaTHBIX CPEACTBAX, MCIIOJIb3YeMbIX B HH()OPMALMOHHOM
undpacrpykrype 'BOYVY.

YupasjieHue pucKkamMu

OmnpeneneHne BHYTPEHHMX TpeOOBaHMI IO 3amuTe HMHGOpPMAIMHU, JOJKHBI OCHOBBIBATHCA
Ha pe3yibTaTax IPOBEJICHMsI aHajIM3a PUCKOB HApYyLIEHHs OCHOBHBIX CBOWCTB 0€30I1aCHOCTHU
g uadopmannoHHbIX pecypco I'BJIOY.

OCHOBOI1 OLIEHKH PUCKOB JIOJIKHA ObITh OLIEHKA YCIOBHUI U (PaKTOPOB, KOTOPbIE MOTYT CTaTh
PUYMHOMN HApYLIECHUS LIETIOCTHOCTH, KOH(PUICHIIMAIBHOCTH U IOCTYITHOCTH JUIsl MH(OPMAIIMOHHBIX
pecypcos I'b/IOV.

Pe3zynpTaToM mpoBeAEHUs aHAlM3a PUCKOB JIOJDKEH ObITh pa3pabOTaHHBIM KOMILJIEKC Mep,
HAIIPABJICHHBIX Ha CHM)KEHUE BO3MOYKHOTO HETAaTMBHOIO BIIMSHUSA HA OCHOBHYIO [IESATEIBHOCTH
I'BAOY mnpu peanu3anuu TON WIK HHOW yrpo3bl 0€30MaCHOCTH HHPOPMAIIUH M 00ECTIEYUBAIOLIUX B
JambHEeHIeM T0CTaTOYHbIN YPOBEHb 3alIMIEHHOCTH HHpopMannoHHsIx cucteMm I'BJIOVY.

YnpasieHue MHIMICHTAMH HHPOPMALHMOHHOI 0e30IaCHOCTH

Jns oGecrieueHus 3pPEeKTUBHOTO pa3pelieHHsI MHIIMICHTOB HHPOPMALIMOHHOM 6€3011acHOCTH
B ['b/IOY, MUHMMHU3aIMU NIOTEPh M YMEHBIIEHUSI PUCKAa BO3SHUKHOBEHHS MOBTOPHBIX MHIUIECHTOB
JIOJKHO OCYILECTBIIATHCS YIPABJICHNE MHIIMCHTaMH UH(OPMAIIMOHHON 6€30MacHOCTH.

Jns ynpaBieHMs MHUUAEGHTAaMM HMH(OPMAIMOHHON 0€30ImacHOCTH JIOJDKHA OBITh CO3/aHa
clly’k6a MOHUTOPUHIA M pearupoBaHUs HAa MHUUACHTH MHPOPMALMOHHONW 0€30MaCHOCTH, KOTOpas
MOCPE/ICTBOM KOMIUIEKCA CPEICTB M MEpONpPHIATUH a1 cOopa M KOHCONMMIAIMU WH(POpMAIUU
00 MHIMAEHTaX pellaeT JaHHYI0 3ajJady. B OTHONIEHMM Ka)XJ0ro MpPOW3OLIENIIEr0 MHIMICHTA



pabOTHUKaMU M3 CIYXObl MOHHUTOPHHIAa M pPEAarupoBaHUS HA WHIHUACHTH WH(POPMALMOHHOM
0€30IMaCHOCTH JOJDKEH BBITIOJIHATHCS €ro aHalu3, U pa3paboTka 3(Q(GEKTUBHBIX MEP pearupoBaHUs
Ha JaHHBIN MHIUJEHT.

AyauT cuctemMbl odecriedyeHnsi HHPOPMALMOHHOI 6€30I1aCHOCTH

B nensx oneHku Tekyiero ypoBHs nndopmannonHoii 6ezonacaoctu ['BIOY Ha perynspHoit
OCHOBE JIOJDKEH MPOBOUTHCS ayAUT MHPOPMALIMOHHON 0€30acHOCTH.

BHyTpeHHue aynuThl AOJDKHBI BbINOJHATHCS paGoTHukamu [BJOY. B umcno 3anauy,
pelIaeMbIX IIPU MPOBEIEHUN BHYTPEHHUX ayIUTOB NH(POPMALIMOHHOMN 0€3011aCHOCTH, BXOIAT:

cOOp M aHAJIMW3 HUCXOJHBIX JIAHHBIX OO0 OpraHM3allMOHHONW M (PYHKIMOHAJIBHON CTPYKType
MH(GOPMAIIMOHHBIX CHCTEM, HEOOXOJMMBIX JIJIsl OLECHKH COCTOSHHSI CHCTEMBI 3aIllUThl HH(pOpMaIuy,

aHAJIN3 YTBEP)KJICHHBIX OPraHU3allMOHHO-PACHOPSAUTEIbHBIX JOKYMEHTOB IO 3allluTe
nHGOpMAIMY HA MIPEIMET UX HOJTHOTH B 3()(EKTUBHOCTH, a Takke GOpMUPOBAHHE PEKOMEHIAINN
0 UX 10pabOTKe WK Pa3pabOTKH HOBBIX;

obocHOBaHME (UHAHCOBOM 3((HEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEJICTB 3aIIUThHI
nHpopmaluu;

MpOBEpKa TMPAaBUIBHOCTH BbIOOpa M HACTPOMKM CpPEACTB 3alIUTBHl  HMH(OpMaLMH,
(hopMHpOBaHME MPEATIOKEHUHN IO UCIIOJIb30BAaHUIO UMEIOIIMUXCS CPEJICTB 3aIUThl MH(OPMaLUU IS
TIOBBIIICHUST YPOBHS HAJIEKHOCTH U O6e30macHocTy nHpopmarmoHHsix cuctem ['6/I0Y;

aHaJIU3 OTYETOB [0 MPOU3OUIEAUINM HWHUUJACHTaM HWHGOPMAIMOHHON 0e30MacHOCTH
Y IPUHSATHIM MepaM IO UX pa3pelieHuIo.

IoBbImEeHNE 0CBEAOMJIEHHOCTH PAa0OTHUKOB

B pamkax opraHMzanuu = KOMIUJIEKCHOTO MPOTUBOJEHUCTBUS yrpo3aM 0O€30MacHOCTH
uHpopmauuu, ucxomdmuMm oT pabotHukoB ['BJIOY nomkHa MOCTOSHHO TOBBIIATHCA
UX OCBEJJOMJIEHHOCTbH B 00J1aCTH 3aIIMThI HH()OPMALIHH.

[ToBeimenue ocsegomiieHHOCTH paboTHUKOB ['B/IOY ocymecTrisercs:

no cymectByomuM B 'BJIOY oprannzaiimoHHO-pacnopsANTEILHBIM TOKYMEHTAM;

o mpuMmeHsieMbiM B ['B/IOY mepam 3anuTel nHGOpManny;

10 MPaBUIHLHOMY HUCIIOIB30BAHUIO CPEJICTB 3aLIUTHI HHPOPMAIIUH.

7 3AKIIOYEHMUE

[Ipn wm3MeHeHWW ACUCTBYIOMIETO 3aKOoHOMATeNbcTBa Poccuiickoit denmeparuu B 00IaCTH
3amuThl MHPOpMAIUKM, a TaKKe OpraHU3aIMOHHO-PACTIOPAIUTENbHBIX goKyMeHTOB ['B/IOY
Hacrosas [lonuTuka W M3MEHEHUs K HEW NPHUMEHSIOTCS B 4YacTH, HE MPOTHBOpPEYalleli BHOBb
MPUHATHIM 3aKOHOJATEIIPHBIM W MHBIM HOPMATHUBHBIM aKTaM, a TakKKe BHYTPECHHUM JIOKYMEHTaM
I'BJIOV.

Bce TpeGoBaHus, YCTaHOBJEHHBIC JIEHCTBYIOIIMM 3aKOHOJATEILCTBOM  Poccuiickoi
®denepanum, MOA3aKOHHBIMU aKTaMW M JOTOBOPHBIMHM OTHOIICHUAMH, a Takxke noaxon I'BAOY
K 0OECIIEYCHHUI0 COOTBETCTBUS 3TUM TPEOOBAHHUSM JIOJDKHBI OBITH SIBHBIM OOpa3oM OIPEICIICHBI,
JOKYMEHTUPOBAHBI U MOJIEP>KUBATHCS B AKTyalIbHOM COCTOSIHUH.

I'bJIOY B  1pUOPUTETHOM  HaNpaBJICHUM  JOJDKEH  PacCMaTpuUBaTbCS — MEPEXO/T
a MPOTrPaMMHOTO OOECIEYCHUE OTECYSCTBEHHOTO MPOM3BOIUTEINS, BKIFOYCHHOTO B €IUHBIN peecTp
POCCUHCKHX MPOTpaMM ISl AJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B TOM umcie
M0 YacTH CEPBEPHOT0, KOMMYTALIMOHHOTO O0OpPYIOBaHHS M MPOTPaMMHO-aNMapaTHBIX CPEACTB,
BKIJIIOUEHHBIX B EAMHBIN peecTp pocCUICKON pagrodIeKTPOHHON MPOAYKIIUH.

[lepecMoTp W BHeceHME UW3MEHEHMH B HacTosmyro llonmuTuky oOcCylIecTBIsSOTCS
Ha MEepUOINYECKON U BHEIJIAHOBOI OCHOBE.



8 CHHUCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1 ®enepanbusblii 3akoH ot 27.07.2006 Ne 149-d3 «O6 uapopmanuu, WHGOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHHY.

2  ®epepanbublii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHON TOJITHUCHY.

3 Tocranosnenne IIpaBurensctBa Poccuiickoir ®enepammm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [1oy10xeHNs O TUIICH3UPOBAHUH JIETEIHLHOCTH 10 pa3padoTKe, MPOU3BOICTBY,
pacrpocTpaHeHuo MHU(PPOBATBHBIX (KPUNTOTpapUUYECKHX) CPeACTB, HMH(POPMAIMOHHBIX CHCTEM
U TEIeKOMMYHHMKALIMOHHBIX ~CHUCTEM, 3alllMIICHHBIX C HCIOJB30BAaHHEM MIM(PPOBATIBHBIX
(kpunTorpau4ecKux) CpelCTB, BBHIOJHEHHIO pabOT, OKAa3aHUIO YCIYr B OONacTH MU(POBAHUS
nHpOpMAINY, TEXHUYECKOMY OOCITYXMBAaHHIO MIH(PPOBATBHBIX (KPUNTOrpaQuIecKux) CpeiCTB,
MH(POPMAIMOHHBIX CHCTEM M TEJIEKOMMYHUKAITMOHHBIX CHCTEM, 3aIUIIEHHBIX C MUCIOJIh30BAHUEM
mUppoBaIbHBIX (KpUOTOrpadUUYecKnX) CpeACTB (3a HCKIIOYEHHEM Cilydas, €ClIM TEXHMYECKOe
oOcinyxuBaHue MUQPOBAIBHBIX (KpUNTOrpapUuecKuX) CpeAcCTB, HH(OPMALMOHHBIX CUCTEM
U TEIeKOMMYHHKAIMOHHBIX CHCTEM, 3allMIICEHHBIX C HCIOJB30BaHHEM IH(POBaIBHBIX
(kpunrorpauyecKknux) CpEeACTB, OCYIIECTBIsAETCS JUIsl oOecreueHuss COOCTBEHHBIX HYK]
IOPUINYECKOTO JINIA WM WHAWBUAYALHOTO MPEIPUHIMATEIS).

4  TlocranoBnenue IlIpaBurenscrBa Poccwmiickoit ®enepammu ot 01.11.2012 Ne 1119
«O06 yTBepkAeHUM TpeOOBaHMI K 3alllUTe TMEepCOHAIbHBIX MJaHHBIX MpU HUX o00padoTke
B MH(OPMAITMOHHBIX CHCTEMaX MePCOHATBHBIX JAHHBIXY.

5 [Ipumkaz @OAIICHU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun HWHCTpyKImMn
00 opraHuzanuu U oOecrieueHUU OE30MaCHOCTH XpaHEHHUs, 00pabOTKMU U Meperauyd Mo KaHajam
CBSI3W C WCIOJB30BAHUEM CPEICTB KPUNTOrpadudeckoil 3amuTsel HHPOpPMAIH ¢ OrpaHHYECHHBIM
JOCTYTIOM, HE cojiepKalllell CBEJICHHM, COCTaBIISAIOUINX TOCY/IapCTBEHHYIO TallHY».

6 Ilpukaz ®CB Poccuum ot 09.02.2005 Ne 66 «OO6 yrBepxkaeHun IlomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, pEeATH3alliU U SKCIUTyaTalluu MU(POBaATBHBIX (KpUNITOTpahHIEeCKIX)
cpencts 3amuthel nHGopManuu (ITomoxenue [TK3-2005)».

7 IIpukaz ®CTOK Poccum ot 11.02.2013 Ne 17 «O6 yTBepk)acHUN TpeOOBAaHUN O 3aIUTE
nH(pOpMAITMK, HE COCTABIISIONICH TOCYAApCTBEHHYIO TalHY, COJEPXKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX).

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yTBEep>KJICHUU COCTaBa M COJICPKAHUS
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 0e30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
pu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JAHHBIX).

9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepkaenun CocTtaBa U colepKaHUs
OpPraHU3allMOHHBIX U TEXHUYECKHX Mep IO OOecleyeHHI0 0e30MacHOCTH MEPCOHATIBHBIX JaHHBIX
npu ux o0paboTke B MH(OPMALMOHHBIX CHCTEMax IME€PCOHAIBHBIX JaHHBIX C HCIOJIb30BAHUEM
CpeACTB  KpUNTOrpaduuecKkod 3amurbl HMHGOPMALMM, HEOOXOIUMBIX JUIi  BBINOJIHEHUS
ycraHoBleHHbIX [IpaBuTtensctBoM Poccuiickoit @enepanun TpeOGoBaHMNA K 3alIUTe NEPCOHATbHBIX
JAHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amwura wuHpOpManMU. ABTOMATU3HUPOBAHHBIE CHUCTEMBI
B 3aLMILEHHOM HcnojHeHuu. O01mue TpeboBaHusD.

11 T'OCT P 51898-2002 «AcnekTsl 6e3onacHocTH. [IpaBuiia BKIFOUECHUS B CTAaHAAPTHD).

12 TOCT P 50.1.056-2005 «Texnuueckass 3amuta uHpopMmanuu. OCHOBHBIE TEPMHUHBI
U OTIpeCTICHUS».

13 T'OCT P UCO/M3K 27001-2006 «upopmarrionHass TexHOJIOTHs. MeTOobl U cpeAcTBa
6e3omacHocTH. CUCTEMbI MEHEKMEHTa HH(OpMaMoHHON 6e30nmacHOCTU. TpeboBaHMD.

14 TOCT P 50922-2006 «3amuta uapopmaru. OCHOBHbIE TEPMHUHBI U ONIPEICTICHUD.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHbopMmaTH3auuu. PaxkTopsbl,
BO3/IeHicTBYIOIIME HAa HHPopMaLuto. OOIIue MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WubopmamnmioHHass TEeXHOJOTUS. MeToIbI
U cpencTBa obecrieueHus: 6e3omacHocTd. YacTth 5. PyKoBOACTBO MO MEHEIKMEHTY 0€301MacHOCTH



CeTH.

17 TOCT P MHCO/TO 13569-2007  «®unancoBble  yciayru.  Pekomenpainuun
10 HHPOPMAITMOHHOM 0€30MTACHOCTI.

18 T'OCT P UCO/M3K 27005-2010 «MupopManmoHHas TeXHOJIOTHA. MeTo/Ibl U Cpe/icTBa
obecrieyenns 6e30macHOCTH. MeHeKMEHT prcka HH(OPMAITMOHHOH 0€301TacHOCTHY.

19 T'OCT P UCO/M3K 27004-2021 «MupopmanmronHas TeXHOJIOTHS. MeTOIbI U CpeicTBa
obecrieyennss Oe3omacHOCTH. MeEHEMKMEHT HH()OPMAMOHHONW 0e30macHOCTH. MOHUTOPHHT,
OIICHKA 3aIIMIIICHHOCTH, aHAIN3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MenemKkMmeHT prcka. TepMHUHBI 1 OTIpEACTICHUSD.

21 TOCT P 52069.0-2013 «3ammura wuapopmanmu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKEHHUSI.

22 Konnenmus MH(POPMAIMOHHOM 0e30macHOCTH WCTIOJTHATETBHBIX OpraHoB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.



